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° IAM (Identity and access management)

' SME (Small and medium-sized enterprises)
2 Humphrey
3 KPIs (Key Performance Indicators)
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* KPIs (Key Performance Indicators)
* Operational Effectiveness

Cpinal ¢ i (Gl J 5S¢ oo yiwd 5 Cagh oy e ]
Sl le asals ol wls codled als iy jo Jaw oyl
o=l g a8 golal LSS g wleas l33le 5 l5dlecen
PSS S ep g plad 00,5 (oo I8 Az ginjse o
25 o

[va] GAIA-MLIS Jus :(F) JSi

Information Security Focus Area Maturity — #-0
Model (ISFAM)
'Sy, s Caspel Lawss YV JLo Llsl s ISFAM Jus
)_T).o.».n Sl u-:.».n‘ 0)g—= JJA U"‘ | d.dl.: d.'...uss
el ol 5l b prhas (s ) 018 yizren Wil oo
Sl Eoly 6, 5 (o paT Sgte sl Wl 5 S
3 Jome o=l 0,8 )18 641050 0 0550 lojle Ho Sledll
| lplsee gl isu 10 (69,50 dasllas paiz & b
Lve] cadlonss obs,l cuddge b Jlo 5 cilage lacadl e
1S027002: 2005 gl laibwl 5l 4z )8 6530 Jow
ezl yo oali i glwslasliwl (CISSP 6,40 slo fuad pu
SleMbl cuiel gz ylo o« Sledbl cocal gl g3 s yei

il e IBM g L= 5 ASO-light)

alo o gz 4 a5 ol g5l mhaw \Y SIS ISFAM o
el o0 00l ()Lt (F) Jgaz ;0 45 095 co i b

(il ez i 23l L) g5 oSy alo o

! Spruit and Roeling
2Good Practice of the Information Security Forum



Al OWSan 5 6523 damo S pilin gyl Sl sl 3L glianl g LMl ol 5 (5 Lo Coiol €5l (sladho (b dunny Lo

1539 (6305 LS A § (it b jgmol (¥

3 slad > 0,5 S ool L e slacodled oniaslis
(38 GRS el plejle S 0 5 (5558 Gl aeli
1) 03ls lapiasu 5l oolital 5 (o s & Loy pe slaclad

S e sl

Department Of Defense (DOD) -A-0

Cybersecurity Maturity Model Certification
(CMMCO)

Vv Jlu s CMMO) (6l coiel gl Jow anlialsS
o=l ool Bae .ol slog!l sasiie SYLI gls &)l5g Lawgs
08 plie Sonal E5ly slaae (2l 4 slezel pae Jo
L sl sl b aalonlss (ol edl o olsline
NIST (glos libisl a1 Jovo ol s go clogylojls

SP 800-171, NIST SP 800- 53, ISO27001, ISO 27032, AIA
50 Jae ool j0 ool 8500 o as i ol 0 NAS9933

I¥A 5 YV el onis Lasein (B) Jgux

[YA] CMMC s asls 5 zghaw :(8) Jgao

oL ails s
s o
—— Hfi Jyel oS o
(AT o
- Syl adsl
bl o pae
O
S gd Sl cols g
2555ly 9 S .
L Jyel (o
@R Lo
Sigel 5 2T o
Coley v pdaw
G5 o e
| smledse
g sl alelis
TR b e e
ool g,y 4 zly
lpianes 3 bl 5l cbslis
SIS .
e S S | S
il 5l clidlce

..\.wbsn J.s.b T Gfa.w == ‘_g|)|.> CMMC J..\.a

=~ ¥
S oS ol o 0 g mlw adgl Jgeol (SO b
055 o0 )8 Az 930,90 syl e 5 (69,8 Sl ¢ g s

al> o ol j0 iy lw Jauol (i Cole )y (g0 mlaw
LT i f . .
il 9 (2T oLk ¢ (0555l g (e (Ko d Skl
D5 (0 )8 ax g 90

Co i oS 0l o ig el Jeol Coley caw mlaw

National Initiative for Cybersecurity -Y-0
Education — Capability Maturity Model (NICE)

Sl il az LSO I popin 5l 423 )5 L NICE  Jow
Sl Slogisal anmgs o Jaallgins rizen 5 €' Lo
L oSy 605,54 Jow ol Slaal 51 (S cal oals ol
o=l am sy gl il e (g mle Conl jo (8 uils
Sislw oloul (V 00,5 oo JLio Jow ol jo addie 4w (Slanl

Ivol (us )8 6 ,ab

1 Eobns ol bl so Eob s 4w (s1Js NICE o
Ll 00 =3 ) J5A.?

[YOI NICE Jae ok zshan :(8) Jogur

[EIWIY o
3 mlmozsm b1y olosl oS5 45 ol gelans oy stz
S 2 4 5l Cutel )5 (5955 g yaelp coll
sl O o g ol sla S g 5l lges a8 Seime
sloosls 086« g5Lwel ST pae doas])s Sgame il 2
0,5 oyl Juloxigay s slasbs, 9 adly il
[y Gl Soal )5 59508 S50yl sloasiz Sl (5 2 g
oll sly g (pl o WS g0 Grogs lojle pul s jo Jb
e o W el glacslo ) O
So 50 ) Gy Siaaliy slacll oS glasje
a8l an g JolS jsbay a5 0l o pead 4 1) lejle
58 wiloas a > LSS (5 Lo slaa s plw by el
0= 9 )L (69 Jelod calizes ol ailgs co 4z .
e o Tl Lo oAty
G eS e 05,5 030 o) @l oS auS Sl 1) L
Sl Sl LS (69,5 (Sl Sumanidy 5 SaeolisS
il

* Basic Cyber Hygiene
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Comparing Cyber Security Maturity and Information Security
Maturity Models and Identifying Common Cyber Security
Indicators
M. Akhtari, M. A. Keramati*, S. A. Amin Mousavi
Abstract

With the advent of the digital age, the need for governments and companies to use information
technology to optimize performance, Business process smartening and provide remote services
has increased. Thus, information technology and cyber security and information have also found
a special place in the digital arena. Accordingly, one of the most serious dangers that
governments face, which can also undermine national security, is cyber-attacks. These attacks
cover a wide range of targets, one of the main of which is to damage critical infrastructure.
Therefore, the sustainability of critical infrastructure in the face of such threats is crucial. This
study, considering that the security of vital infrastructure is one of the most important factors in
ensuring national security and passive defense, seeks to obtain the indicators of security of
critical infrastructure through a comparative study method using library resources. In this study,
10 of the most important models of cyber security and information security maturity have been
analyzed. The results of this study indicate that the studied models have a total of 93 indicators.
Cyber security and information security maturity models are significantly similar; Therefore,
some of the counted indicators overlap. Overlapping indicators were identified and classified
into 17 groups. The results show that the "incident management" index with a frequency of 11 is
the most important index in securing critical infrastructure, as well as physical security,
monitoring, access-identity control, security policies and other indicators in They are next.

Key Words: Critical Infrastructure, CyberSecurity Maturity Model, Information Security
Maturity Model, Passive Defense
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